AGRG LIO/1: koMnneke ¢pusnyeckoit 3auiuTbl U KOHTpONS p,ocryﬁa K BalLei
NHOpMaLLK

CneunanuaupoBanubie Koutponnepol 1U (2/4 aepu), pydku Ans cepBepHbIX WKA(GOB €O BCTPOEHHbIM CYUTHIBATENEM Kap'
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Bo mHorux UT-aenaptaMeHTax 20CTyn K cepBepHbIM
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Jlaxe ¢ cospemeHHoit UT-undpacTpykTypoit, be3
KOHTpoNs (uM3MYEcKoro Joctyna pucKk Ans
KopnopaTMBHON MH(OPMALMM COXPaHSAETCA.

AGRG LLOA,

3awutute cBou AaHHbie ¢ AGRG LIO/ n
obecneybTe HaZeXHOCTb KaX0r0 aTana 0bpaboTku
Ballen KOHQUACHLMANLHOK, KOPNOPaTUBHOM
WHOpPMaLUHK.

[apaHTUpOBaHHasi COBMECTMMOCTb G BalUM

obopyaoBanvem U 3ppeKTMBHOE UCNOJIb30BAHNE
npocTpanctea B 19’ wkady.




PbiHok ¢pu3nyeckoi 3awutbl gaHHbix B Poccum ewe dpopmupyertes, u TpeboBanmnsa pasbpocanbi no
MHO)XECTBY PerjiaMeHToB, BKJIlOYas MeXAyHapoaHble, npu paspabotke AGRG LI0/] Mbl yuutbIBaNy

(03-187 «0 besonacHocTH KpUTMYECKON MHGOpMaLMOHHON MHPpacTPYKTYpbl PoccuiickdBiratba 10.
(eaepauuun» ot 01.01.2018 1.

03-152 «0 nepcoHanbHbIX AaHHbIX» 0T 27.07.2006 r. Cratba 19.

Mocraxosnenue Mpasurenscrea PO ot 01.11.2012r. No 1119 "06 yreepxaeHum https://base.garant.ru/70252506/
TpeboBaHui K 3auLuTe NEPCOHANBHBIX AaHHBIX NPU UX 06paboTke B MHDOPMALLMOHHBIX
CMCTEMAX NEPCOHaNbHbIX JaHHbIX"

Mpukas OCTIK ot 18.02.2013 r. No21 onpeaenser TpeboBanus k MepaM no obecneveni@bli.4, 31C.2, 31C.3

6esonacHoctv /1 8 UCNAH

bauk aaunbix yrpo3 6esonacHoctv uudopmauun GCTIK. YBU.139 Yrposa npeoaonennsOnucanme yrposnl, 06beKT Bo3AeicTBUA: cepsep, paboyas cTaHuus, HOCUTEND

GM3UYECKOI 3aALLMTDI. uHdopMaLum, annapatHoe obecneyenue, MocneacTBus peanusaLum yrposbl
Hapywenue KonduaeHunansHoctu, Hapywenne wuenoctioctu, Hapywehue
JOCTYMHOCTH

FOCT P 57580.1-2017 «be3sonacHocTb ¢puHaHCOBLIX (OaHKoBckMX) onepaumii. Sawmfynkrb 7.2.3,7.2.3.1,7.2.3.21.2.3.3,7.2.3.4
uHopMauun UHAHCOBBLIX opranu3auuid. basoBblii Habop OpraHM3aLMOHHBIX W
TEXHUYECKNX Mep».

CH 512-78 Npasutenscrea Pd. Texuuyeckue TpeboBanmusa K 3aaHNAM 1 noMeweHuam aiflyukr 3.11.
YCTaHOBKM CPeJCTB BbIYUCIUTENBHON TEXHUKM.

FOCT P 50739 CpeactBa BbIYMCAUTENbHOK TEXHUKM. 3alLuTa OT HecaHKUMoHUpoBaHHOr@awmwenHoets o1 HGJL Kk uHdopmaumn npu ee obpabotke CBT xapaktepusyercs

Aoctyna K uidopmauuu. 06wme TexHuyeckue Tpebosanus. TeM, 4T0 TOJIbKO HaAJieXawumM obpa3oM YNOJIHOMOYEHHbIE NWLLA WAW MPOLLECChl,
WHULMMPOBAHHBIE UMM, DyAYT UMETb AOCTYN K YTEHMI0, 3anuCH, CO3AAHMI0 WUAK
yHnuToXXeHuto uipopmaumu. U Mynkrer 5.1, 5.1.1

PCI DSS TpeboBanue 9: orpanuyenne Gpuan4ecKoro JocTyna K AaHHbIM gepxareneii kaphttps://cod.agrg.ru/pei-dss

P 78.36.018-2011 Pexomenzauuu no oxpawe ocobo BaxHbix 06bextoB ¢ npuMeHehbyeiktbl 3.2 -3.12 (https://www.consultant.ru/document/cons_doc_LAW_256462/)
MHTErPUPOBaHHbIX cUCTEM BesonacHocTy



CoctaB KoMnneKca

B

TepputopuanbHo pacnpeaeneHHble
pabouue mecta oneparopoB

Koutponnep Bbibupaetca B 3aBUCUMOCTH 0T 3a4a4u

Cepsep ana M0 :
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ﬂpﬁrpamfauoe obecneuenme
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Seenaptec

WHTerpauum Bo BHelHKe

Pyuka SHi Ha aBepb cHCTEMbI

TenekoMMyHuKaLMoHHbIN WwWKad, u cepeep A M0 Moxer bbith yctanoBnex AGRG, 1vbo napTHepoM uiu 3aKa3yuKoMm




Komnnexkc MonutTopuura n koutponsa gocryna K UT-undpacrpykrype.

MocTpoenue pacnpeAeneHHON, MacwITabupyeMoit CUCTEMbI KOHTPOIS A0CTYNA
K TeIeKOMMYHUKALMOHHBIM WKadaM U cepBepHbIM 197 -cToiiKaM.

MoHuTOpUHT [MbkocTb PacnpeaeneHHbl LlenTpanu3oBanHbilbe3rpaHnyHo
Kontponi UnTerpawms 06bexThI MoHuTopuH MacwrabupoBanue

Kontponb coctosinus pyykn HUuterpaums ¢ pasnuunbiMu  Toaxoaut Ans 3auiuThl UuavBnayanbhas Moaxoaut Ans niwbbIx Aara-
wKada (oTKpbITa MK cucteMam, BKawyas PSIM - undopmauum B BU3yanusauusa Ang LLeHTPOB M WwKadoB:
3aKpbiTa), CUTHaNM3aumas  naatgopmsl, ANA pacnpezenieHHON CeTH ya0bHoro rocyapcTBeHHbIE
NPUKNAAbIBAHUS KapTbl, LLeHTPaNNU30BaHHOIO cepBepHbIX WKadoBs, LLeHTPaNN30BaAHHOIO CTPYKTYPbI, KOMMepyecKue
XypHanupoBaHue cobbiTMi, ynpaBNeHUss KOMNOHEHTaMW, HaXOASULUXCA B Pa3HbIX MOHUTOPWHIa AaTa-LEeHTPOB OPraHW3aLum, BHE
obHapyxeHue B3N10Ma, TaKUMM KaK ropoaax. BO BCeX ¢puauanax 3aBUCUMOCTH OT Yucna
BUAEOHabNI0AeHNE BuAe0HabM0AeHue, KOMNaHUK: CNUCKN WKA(OB  TENeKOMMYHUKALMOHHBIX
(meTeKums aBuKeHMs) buomeTpuyeckue W APYIMX TOYEK A0CTyNna, wxados. [ns

BO3MOXXHOCTb NMOAK/IOYEHUSI TEPMUHAbI , OXPaHHaA cobbiTui, rpaduyeckue MOJEPHU3ALUN YKe
cneunanbHbIX AaTYUKOB.  curHanusaums. logaepxka NNaHbl; BbIBOJ, NOCTPOEHHbLIX U BBOAUMbIX B
Peanusauusa Makcumanbhbix npotokona SNMP ans BWJE0NoTOKOB ¢ IP-kamep;  3Kcnayatauuw Aara-
cranaapros 3awutbi (Mifare nepeaaum ctatyca YA aneHHbIN BbINYCK KApT U LLEHTPOB.

SL3) anementoB CKY/l B JONYCK COTPY/AHWKOB.

CUCTEMbl MOHUTOPKHIA.

Ethemet AC Battery DC
WERE TRANSFORMING SECURITY - =g—
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AGRG R2 Rack

AGRG R4 Rack

AGRG Rack V

Kontponb poctyna ¢
BO3MO)XHOCTbI0 NOAKJIH0YEHMS
0XPaHHOM CUTHANW3ALLUM.
basoBas Moaenb ans 1 wkada.

JLns ocyw,ecTBIEHUA KOHTpONS
aoctyna B 1 wkady (c 1-0if uam 2-ma
ABEpbMHU), NOAKNIOYEHME CUTHANA
NOXXapHOiA CUTHANKU3aLMK ANg
aBapUitHoiA pa3bnoKMpoBKH,
NOAK0YEHWE aHANIOTOBOI JIMHUM
OXPaHHOIA CUTHANKU3ALMM C
Pa3NUYHBIMN AaTYUKAMK, C
BO3MOXHOCTbI0 BblbOpa Harpy304Horo
conpotunenus. Buibop pexuma
paboTbl 0OXpaHHO! CUTHANN3ALLUK
0CYLLECTBNSAETCA NEPEMbIYKaMM Ha
nnare.

Koutponb poctyna k 2 wkadamonHoueHHbI  KOHTPONIb

C 1BYX CTOPOH MK K 4
lWKapaM ¢ 0JHOH CTOPOHBI.

WmeeT Bo3MOXXHOCTL Nepeayu
CTaTycoB KOHTPOJI/IEPa N0 NPOTOKOJY
SNMP. Bxoa, noxxapHoi curHanusauum,
Ans pasbnokupoBku pyyek AGRG SH-I,
OTcyTCTBYET BO3MOXHOCTL
NOAKNHYEHNS 0XPaHHOTO Wwheida.

aoctyna ana 1 wkada c IP
BUAe0HabN0AeHneM U
BO3MO)XHOCTbI0 OXPaHHOM
curHanu3aumu ans 1 wkada.

Berpoennas IP kamepa (¢ noaaepxkon
npotokonos ONVIF / Trassir) ¢ UK
noacsetkoii 1 POE koMmyTaTopoMm.
Bo3amoxHocTb noAKN0YEHUS
Aononnutenshbix IP kamep POE (a0 4),
B T.4. 1U KpoHwTeiiHa
cneuuanuaupoanHoro AGRG Rack-CV
ANs BuAeoHabnoAeHus 3a 3aAHel
ABepbI0 WKada.

Joctynubl Bce pynkuun AGRG R2
Rack, kpome Harpy304Horo
CONPOTUBJIEHMUS.

Gepaep cbopa aannbix AGRG
COD

Jlnga peanu3aumm cNoXHbIX
NOTWK A0CTyNa
(KoMMCCHOHHBIN A0CTYN) U
paboTbl ¢ TEPMMHANaMK
pacno3HaBaHusa nuu, IP-
Kamepamu,
3anucu/Bocnpon3seseHus
BUJe0apXuBa, NoAAEMKKOMA
WHTErPaLyuu OXPaHHbIX
wnei¢oB.

MporpaMMHo-annapaTHoe peweHue ¢
0C Linux (onuuonanbHo OC Astra
Linux) u 110 Seenaptec PSIM, 10 CKY/L,
NporpaMMHas MHTerpaums ¢
TepMUHANaMW pacno3HaBaHus nuL, Ang
LLeHTpaNn30BaHHOI BEpUUKaLUH
buoMeTpuUYECKUX NPU3HAKOB.
MporpaMMHo-annapaTHoe peweHue Ha

0CHoBe cepBepa GU3MYECKOM 3aLLUTDI

(=




CoBMecTMoOe nporpaMMHoe obecneyenue:

‘ SIGUR ‘ Seenaptec

basoBoe nporpaMMHoe obecneyenue AN NUHEHKM KOHTpoOMJIEpPOB AGRG UIII.I,VIIJHaIIbHOE nporpaMMHoe obecneyeuue JNA c03AaHus
Rack, no3Bonsier u,gHTPanu30BaHHo yNPaBNATL CUCTEMOA KOHTPOAA A0CTYNA, KOMNJIEKCHOTO peweHns ynpaBnesus uidopmanmuent 0 Gu3nyecKoi
HabnwAaTh 32 NPOMCXOAALLUMU COBBLITUAMM, COXPAHATL U aHANN3NPOBaTD 6e30nacHoCTH.

uHopMaumio, GopMUpoBaTh OTYETHI, @ TAKXKE B3aMMOJEHCTBOBATL C
APYTUMUA CUCTEMAMMN.

OcHoBHbIE Co3aaHue nonb30Batesei, 3aJ,aHne NpaBun OcHoBHas GyHKuUMA CneunanuaupoBanHoe BuAeoHabaaeHKHe AN
OYHKUMM J0cTyna, pabota ¢ noaTaXHbIMK rpaduYecKuMm LL0J, noaaepxuBaer ntobbie kamepbl Onvif,
nnaHamu, pasrpalHuyeHue npas onepatopos CUCTEMbI RTSP, BnAeoapxus, noAjepXXKa ucnosib3oBaHug
1 opranu3sanus yaaneHHbiX paﬁoqux MECT, cneuuanusuposauuoﬁ BUAE0aHANIUTUKM.
Uuterpauus Active Directory (B 4acTv 6nOKMPOBKM Y4ETHBIX Wurerpauus buometpuyeckasn Bepudukaumus (TepMUHanbl
3anuceit), Rest API, SysLog. pacnosHaBanus nuu).
JlononnuTenshble | (opMUpoBaHMe OTYETOB, PeaKLUs Ha BHELIHME Cuenapum Cnoxwble norukw pabore! Aoctynos (aoctyn B
MOAYNIU cobbitua (http 3anpocsi), oTnpaBka yBesoMneHUN CONpPOBOXAEHUM, yCUNEHHBIN A0CTYN B
(SMS, MECCEHA)Kepr). conposox(p,euuu(uapra ¥ pacno3HaBaHue aunua

COTPY/AHUKA W COMPOBOX/AIONLETD), yAaNEHHOE
noATBEpXAeHUE NPoxXoja opuL.epoM
besonacHocTy.




AGRG RACK

labaputHbie pasmepbl
Hanpshkenue nutanus
Motpebnsembiit Tok
Motpebnsemas MowHocTb

Berpoennasa AKb

WWW.agrg.ru

R2

410 x 190 x 43 mm (be3
KPOHLITEAHOB)
Mepemennoe 220 B :10%
He bonee 0,15 A

He 6onee 30 Br

becnepeboiinan pabora a0 AByX
YacoB

1. Beiknoyatenb BETpoeHHoM batapeu

2.PazbeM noAKNHYEHNS NUTAHUA

3.PazbeM noKN0YEHNS NOXXAPHON U OXPAHHOK CUTHANM3ALLUN
4.CeteBoii pa3bem

5.MuauKatopbl cocToAHMS NuTaHus (BHELIHEE NUTaHWe, HU3KWI

ypoBEHb 3apsija batapen, nuTaHue KOHTponnepa)
6.Moaxntouenne pyyku AGRG SH-1, asepb 1
1.Moakno4eHue repkoHos, asepb 1
8.Moaxnioyenue pyuku AGRG SH-1, asepb 2

9. MoaKnoyeHne repKoHoB, ABepb 2

10.Knonka cbpoca IP napametpos Reset




AGRG RACK

labaputHbie pasmepbl
Hanpshkenue nutanus
Motpebnsembiit Tok
Motpebnsemas MowHocTb

Berpoennasa AKb

WWW.agrg.ru

R4

410 x 250 x 43 MM (be3
KPOHLITEAHOB)
Mepemennoe 220 B :10%
He bonee 0,15 A

He 6onee 30 Br

becnepeboiinan pabora a0 AByX
YacoB

910111213 4

1.Bbiknioyatensb BCTpoeHHoi batapen

2.PazbeM noAKNHYEHNS NUTAHUA

3.PazbeM noKN0YEHNS NOXXAPHON U OXPAHHOK CUTHANM3ALLUN
4.CeteBoii pa3bem

5.MuauKatopbl cocToAHMS NuTaHus (BHELIHEE NUTaHWe, HU3KWI
ypoBeHb 3apsja batapeun, nuTaHue KOHTpoANepa)
6.Moaxntouenne pyyku AGRG SH-1, aseps 1.

1.Moakn4eHue repkoHoB, asepb 1.

8.Moaxnioyenue pyuku AGRG SH-1, asepsb 2.

9.MMoaxnto4eHne repKoHoB, ABEpb 2.

10.Moaxntouenne pyuku AGRG SH-1, asepb 3.
11.MoaknioyeHne repkoHoB, ABepb 3.

12.Noakntoyenne pyyku AGRG SH-1, asepsb 4.
13.Moaknto4eHmne repkoHoB, ABepb 4.

14 Knonka cbpoca IP-napamerpos Reset




AGRG RACK V

labaputHbie pasmepbl
Hanpshkenue nutanus
Motpebnsembiit Tok
Motpebnsemas MowHocTb

Berpoennasa AKb

WWW.agrg.ru

410 x 225 x 43 MM (be3
KPOHLITEAHOB)
Mepemennoe 220 B :10%
He bonee 0,15 A

He 6onee 30 Br

becnepeboiinan pabora a0 AByX
YacoB

1.5-noproBbin (4 nuuesbie, 1 c3aam yeTpoicTea) Heynpasnsembiid PoE
KoMMmyTatop (ans noaxntoyenms IP kamep)

2.Cetesoii (IP) pasbem

3. 5 meranukcenbHas IP Kamepa, H.265, ¢ nokanbhbiM Micro SD,
ONVIF, RTSP, CoBmectuma ¢ Trassir

4. UK noactBeTka (pexuM AeHb/HoYb)

5.MuauKatopbl cocTosHMA NUTaHUA (BHELIHEE NUTaHWE, HU3KWI

ypoBeHb 3apsja batapeun, nuTaHue KOHTpoOANEpa)
6.Moaknoyenue pyukm AGRG SH-1, aeps 1.
1.Moakno4enue repkoHos, asepb 1.
8.Moaknoyenne pyukn AGRG SH-1, aepb 2.
9.MoaknioyeHue repkoHoB, ABepb 2.

10.Kxonka cbpoca IP-napametpos Reset




PYYKA C INNEKTPOHHbIM 3AMKOM SH-1 GO
BCTPOEHHbIM MYJIbTUGOPMATHBIM

CHUTBIBATENIEM*

Bo3moxHoCTb HaHeceHus norotuna
3aKa34MKa Ha pyyKy

BHYTPHU:

AGRG MynbTUdOpMaTHBIN CYMTLIBATED:

MIFARE (UID), Mifare Mini, Mifare Classic, Mifare Plus
SL1/SL3, Mifare DESFire (UID u ytenue u3
3alLMLEHHOI 061acTH KapTbl);

Mifare ID (UID 1 ytenue u3 3alliyiLeHHbIX CEKTOPOB
Kaptbi). ToNbKO KapThbl NoNb30BaTE/NEN (HE KapThbl
NpOrpaMMMPOBaHNSA Y UHWLLUANU3ALLUN);

I-CODE (1S015693) (UID);

EM-Marine (UID);

HID 125 kly, (UID);

Indala (Motorola) (UID);

NFC v BLE (npu ycTaHoBKe npunoXeHus Ha
cMapTdoH, Tonbko 0C Android) **

**B paspaborke

Mnara ynpaBnexus npuBoJoM
3/1eKTP03aMKa, Bblbopa KoHUrypaumuu
CYUTLIBATENS, TePKOH.

* npoussoactBo AGRG. 3to He OEM!



PYYKA C INNEKTPOHHbIM 3AMKOM SH-1 GO
BCTPOEHHBIM MYJIbTUGOPMATHbLIM
CHUTBIBATENIEM*

Pyuka AGRG SH-I npeanasnayena ans <
MCNONb30BaHNA B KayecTse

WHTENNIEKTYaNbHOT0 3an1paroLLLero yCTPOMCTBa,
MOHTUPYEMOT0 Ha ABepy WKadoB 1
pabortawouero B cocraBe CKY /1. Bknioyaer B
cebst NoBOPOTHYI0 PYKOATKY € 31EKTPOHHBIM
3aMKOM, 0CHalLLeHa MyNbTU(DOPMATHBIM
CYMTBIBATE/IEM KapT, JaTYUKOM COCTOSHMUS,
3¢ PEKTUBHBIM MOTOP-PEAYKTOPOM C
MUKPOMPOLLECCOPHbIM YNPaBEHUEM ANS
obecneyeHuss MMHMMabHOTo
aNeKTponoTpebneHns n MHTeNNeKTyaNbHbIX
BO3MOXXHOCTEH 67I0KMPOBKM U KOHTpONS

> Liupokuit BLIGOP aKceccyapos, Ans N0bbIX
KOHCTPYKTMBOB, Mbl - 3KCMEpPTbI B

besonacHocT cepBepHbIX WKadoB.

* npoussoactBo AGRG. 3to He OEM!



AGRG LLOJ1 - aTo nonHbIif uukn npoussoactea B PO He TonbKo 0bopyaoBaHus, HO
n HeobXoAMMbIX aKceccyapoB AJis 1H0ObIX TENEKOMMYHUKALMOHHDIX WKadoB.

A ;
BuewHne KpoHiwTeiHbl A1 TEPMUHANOB PAcNO3HABAHUS JINL, KomMyTauuoHHbIe Kopobku

AGRE



Paspabotka 3anopHbIX
MEXaHW3MoB, ANA WKadoB
CHAITbIX C NPOKU3BOACTBA UJIN HE
NOCTaBASIEMbIX U3-3a CAHKLUH.




MUHUMU3NpYWUTE YIpo3bl BalMM aKTUBaM
¢ AGRG LLOA
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3aiwuTa o1 BHELHEro HapywuTens U HaHeceHus UM yiepba akTuBaM npeanpuATHS, KpaXu
AaHHbIX 13 wkados IO/l unu cepBepHbix KoMHAT. 3awuta o1 noxuuienus HDD ¢
KOH$UAEHLMANbHBIMK JaHHbIMU COOCTBEHHMKA.

CnyyaitHoe uau 3M0HaMEpeHHOe HapylleHWe pernaMeHTa 06CnyXUBAHWA COTPYAHWKOM,
npuBejllee K Kpaxe wav yaaneHuio KoHpuaeHuuanbHbiX AaHHbiX. [pn Hanmumm AGRG
L0/l Bbl Bnajeere MHdopMaumeid 0 BPpEMEHW AOCTYNa, JIMYHOCTW COTPYAHMKA, MOXETe
COOTHECTH A0CTYN ONpeJesIeHHOro COTPYAHNKA U BOSHUKHOBEHUE npobnem.

CepsepHblif Kad 6e3 3awuTbl M KOHTPONS A0CTYNA - PUCK YHUUTOXXEHUA MHGOpMaLMK, eé
KonupoBaHue, MOAMEHa, 3anycK BMPYCOB W, KaK CleACTBMEe, NMpocTon busHeca u npamble
yObLITKY.

AERE



WWW.agrg.ru



WWW.agrg.ru
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HTTPS://COD.AGRG.RU

B aononHexve K npou3BoACTBY,
Mbl npeanaraem ang L0/
JKCNEPTHYI0 YCTAHOBKY
pewennin AGRG, obecneyuBas
NONIHbINA CNEKTP CepBuca u
HenpepbIBHYI0 NOAAEPXKKY,
4y100b1 HaLle peLeHue CAYXKUNOo
BaM be3ynpeyHo u HaJexHo.

000 «Arperatop»
129343, Poccus, Mocksa, npoesa,
CepebpsakoBa, 2.8
+1 495 988-9116 630004, Poccus, 1. HoBocubupek,
yn. Jlennna a. 21, 0. 230, otenb «A3uMyT»

https://cod.agrg.ru/#block-vebforma lloy-pyM: Poceus, Mocksa
3anpoc npaﬁc-nucra 1-2 yn. Jleonosa, 18. M «botanuyeckuin Caay
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